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1
Decision/action requested

This contribution proposes a key issue to TR 33.866 on cyber-attacks detection supported by NWDAF. SA3 is kindly requested to approve this contribution.
2
References
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[2]           3GPP TR23.700-91v0.4.0 Study on Enablers for Network Automation for 5G - phase 2 (Release 17)
3
Rationale

The New SID on security aspects of enablers for Network Automation (eNA) for the 5G System (5GS) Phase 2 [1] was approved at SA#89-e. This contribution proposes a key issue related to this study. In TR 23.700-91[2], the use case of NWDAF supporting the detection of cyber-attacks (Use Case #5) was proposed and corresponding SA3 actions were indicated, therefore a key issue should be identified and further studied in SA3.
4
Detailed proposal
*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
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3GPP TR 23.700-91: " Study on enablers for network automation for the 5G System (5GS); Phase 2".
*************** End of the 1st change ****************

*************** Start of the 2nd change ****************
4.X
Key Issue #X: Cyber-attacks Detection supported by NWDAF
4.X.1
Key issue details 

NWDAF has been defined to offer automatic network analytics and alarming, with possible capabilities of artificial intelligence and machine learning to help proactively manage the 5G network. TR 23.700-91[X] has identified the use case of NWDAF detecting cyber-attacks by monitoring events and data packets in the UE and the network, with support of machine-learning algorithms. To achieve cyber-attacks detection, the NWDAF can collaborate with UE and any other NFs to collect related data as inputs, afterwards providing alerts of anomaly events as outputs to OAM and other NFs which have subscribed to them so that they could take proper actions.
4.X.2
Security threats
Cyber attacks or anomaly events may not be detected by the 5G network, thus further attacks could be conducted.
4.X.3
Potential security requirements
What kind of cyber-attacks can be detected by NWDAF shall be identified and determined.
The data collected and from which source the data is collected by NWDAF to support cyber-attacks detection shall be defined in the 5G system.
The related output analytics provided by NWDAF shall be defined to support cyber-attacks detection in the 5G system.
*************** End of the 2nd change ****************

